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Additive Manufacturing

e Cyber-physical system that includes design files, computers, and 3D
printers

Research Focus:
Digital manufacturing

Cybersecurity y
Cyber‘phySICEll SyStemS 3D CAD Models

Reverse engineering \

File manipulation
CAD/STL/G-code ﬁ@j
(T4

Software and hardware

Sliced Model ging Testing



TANDON SCHOO
OF ENGINEERING

NYU &,

CAD libraries
and scripts

CAD software
CSG modeling

;E\;;.—-» % —>

L)es.i\n‘;edm 2 CAR software
& CSG modeling

Design file 1

Design team 1 (3D model)

Design file 2
(3D model)

CAD software Design file 3

CSG modeling

FEA Database

Finite Element
Analysis

FEA Team

Machine
Specific
Scripts

Slicer Software
CAM program

I

=
Slicer/CAM
Operator

Calibration
File

Désign Phase

sl
- Bl

Platform
Manufacturer
l CNC Machining

‘vﬁ v | b 3

Remote Access W

over the Internet Fused Deposition

q 30D article Random
Injected Mold
'yber Manl;fanurmg\

Controller

Printer dpera:or
Hybrid Machine

-
Assembled

Part
/ Samples

Manufacturing Phase

s

Ultrasonic
3
> ®
/ Tomography
N/

Weight/Density

|

Digital design files are vulnerable to cybersecurity threats
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Attacker may be outside the
‘ supply chain and may never hack
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* Damage at the printer level,
insider or outsider attacker

Reverse engineering from part, no

hacking or interaction with the
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Attack Goals

Attack Methods
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A digital model of a boat (STL file format)

* Determine the location by decoding all 5 clues
in the file

The location Brief description of the hint and solution
provided by the method
hint
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1. A detailed word document
I. Submission table for each of the 5 hints
1. A description of the brainstorming process
lii. A summary of any other approach attempted

2. The presentation slides

3. Any supplementary file to
support your report
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The location Brief description of the hint and solution
provided by the method
hint

?

?




W TANDON SCHOO
) NYU OF ENGINEERING

Center for
Cybersecurity

NYU

Hackathon Problem 2 - Judges

John Hoyt

Lead Cybersecurity Engineer
MITRE Corporation

Junfeng Ma

Associate Professor

Industrial & Systems Engineering
Mississippi State University

Michael P. Bourque

Director of Digital Manufacturing
Boston Engineering




NYU

ASME-CIE
Hackathon 2022

Hackathon Problem 2: Digital Manufacturing
Cybersecurity Strategies for Protecting
Valuable Information in Design Files

Gary Mac
08.13.2022



